COMMONWEALTH OF PENNSYLVANIA

DeEPARTMENT OF BANKING
233 MARKET STREET, i6TH FLOOR
HARRISBUREG, PENNSYLVANIA [7101-2290-

James B, KAUEFMAN, JR. TELERHONE: 717-787-699|
. PALUS
EECRETARY OF BANKING October 19, 2001 WWW.BANKING.STATE, P

TO THE CHIEF EXECUTIVE OR OPERATING OFFICER OF
THE DEPOSITORY INSTITUTION OR TRUST COMPANY ADDRESSED

Effective September 24, 2001, President Bush issued Executive Order 13224 (the “Order”)
freezing assets of individuals and organizations that support terrorism. This action represents an
tmportant first sirike on the financial froat in our nation’s new war on terrorism. By issuing this
Order, the President targets the very heart of terrorism by cutting off its financial resources and
limiting the ability of terrorist supports and organizations to move money across international
borders. Pennsylvania depository institutions and trust companies will play a critical role in this
aspect of the war on terrorism, and the cooperation of this industry will be critical in the months
to come.

A copy of the Order is attached to this letter, and it also may be obtained from the Pennsylvania
Department of Banking (the “Department™) website (www.banking.state.pa.us). The Order may
also be found on the website of the Office of Foreign Assets Control (“OFAC”)
(www.treas.gov/ofac). Depository institutions and trust companies should review the OFAC site
frequently since the list of entities whose assets were frozen by the Order already has expanded
since the time when the Order was issued and is expected to expand further. Tt is the
Department’s understanding that for compliance purposes, there are electronic filter products
available from vendors that will identify customer names on the OFAC list.

It is important that all depository institutions and trust companies understand that immediate
compliance with the Order is required. Any monies received by or from or any transaction with
any person or entity identified in the Order, or identified in any OFAC list or directive, must be
blocked. These monies must be accepted and held until further notice from OFAC or any other
appropriate government agency.

It is also important that all depository institutions and trust companies understand that there are
severe penalties under Federal law for violations of the Order.

. The Department expects the full cooperation of all depository institutions and trust companies.
The Department will take all actions and employ all powers available to it to ensure that all
depository institutions and trust companies operating in Pennsylvania are, at all times, in full
compliance with the Order. Specifically, the Department will use all enforcement and
examination powers available under the Banking Code of 1965, Savings Association Code of
1967, Credit Union Code, Department of Banking Code, and the Regulations enacted under
those respective statutes to effectuate compliance. The Department will cooperate with all local,
state, federal and international law enforcement agencies as may be appropriate. The contents of
this letter must be communicated to your branch offices and employees immediately.




Should your institution have any questions regarding OFAC you may contact them on the OFAC
hotline at 202-622-2490. Depository institutions and trust companies having questions regarding
the Department’s enforcement of the Order or any related questions should contact Richard
DeMartino, Director, Bureau of Supervision and Enforcement, at 717-783-8240, or Ronald
Wysochansky, Director, Bureau of Examinations, at 717-787-2303.

Sincerely,

/s/ James B. Kauffman, Jr.

Enclosure: Executive Order 13224
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Executive Order 13224 blocking Terrorist Property and a summary of the

Terrorlsm Sanctlons Regulatlons (Title 31 Part 585 of the U.S. Code of Federal Regulations),
Terrorism LIst Governments Sanctions Regulations (Title 31 Part 596 of the U.S. Code of Federal Regulations), and
Forelgn Terrorist Organizations Sanctions Regulations (Tltle 31 Part 597 of the U.S. Code of Federal Regulations)

EXECUTIVE ORDER 13224 - BLOCKING PROPERTY AND PROHIBITING TRANSACTIONS WITH PERSONS WHO COMMIT,
THREATEN TO COMMIT, OR SUPPORT TERRORISM

By the authority vested in me as President by the Consiitution and the laws of the Uniled States of America, indluding the Interational Emergency Economic Powers
Act {50 U.S.C. 1701 et seq{IEEPA), the Nalionat Emergencles Act (50 U.S.C. 1601 ot seq.), seclion 5 of the United Nalions Parficipation Act of 1945, as amended
(22 US.C. 287¢} {UNPA), and section 301 of lile 3, United Stales Code, and in visw of United Nations Security Council Resolution {UNSCR) 1214 of December 8,
1998, UNSCR 1267 of Gclober 15, 1899, UNSCR 1333 of December 19, 2000, and the mullitateral sanclions contalnad lhereln, and UNSCR 1363 of July 30, 2001,
establishing a mechanism to monitor 1he implementation of UNSCR 1333,

|, GEORGE W. BUSH, Presldent of the Unlled States of Amarica, find that grave acls of lerrorism and threals of terrorism committed by foreign terrorists,
including the terrorist attacks in New York, Pennsylvania, and the Penlagon commilted on Seplember 1, 2001, acis recognized and condemned in UNSCH 1388
of September 12, 2001, and UNSCR 1289 of Oclober 19, 1999, and the continuing and immediate threat of furlher altacks on United States natienals or the
United States coristitute an unusual and extraordinary threat to the national security, forelgn policy, and economy of the United States, and in  furtherance of
my proclamation of Seplember 14, 2001, Declaration of National Emergency by Reasen of Cerain Terrerlst Attacks, hereby daclare a national emergency lo
deal wilh that threal. | also find that because of the pervasiveness and expansiveness of the financizl feundation of foreign lerrorists, financial sanctions may
be appropriate for those foreign psisons thal support or olnerwise assoctale with these forelgn terorists. | also find that & need exists for further consultailon
and cooperallon with, and sharing of Information by, United States and foreign financial nstitulions as an additional tool to enabla the United Stales 1o combat
the financing of tarrodsm.

| hereby order:

Section 1. Except to 1ha extent required by section 203(b} of IEEPA (50 U.5.C. 1702(b)), or provided In regulations, ordars, directives, or licenses that may be
issued pursuant to this order, and rotwithstanding any coatract entered into or any license or  permit granted prior 1o the effective date of this order, i propesty and
Inferests in property of the following persons that are in the United States or that hereafter come within the United Stales, or that herealter come within the
possession or control of Unitad Slales persons are blocked:

{a} lorelgn persons listed in the Annex to this ordar

{b} foreign persons determined by the Secretary of Stale, in  consultation with the Secretary of the Treasury and the Aflormey General, to have commilied, or to pose
a significant risk of committing, acls of lerosism thal lhrealen the security of U.S. nationals or the national security, forelgn policy, or economy of the Unlted States;

{c) persons determined by lhe Secretary of the Treasury, in  consltation with the Secretary of Stale and the Attomey General, 1o be owned or controlled by, or to act
for or on behalf of those persons listed In the Annex to this ordar or those persens determined lo be subject to subsection 1(b}, ${c), or H{d)(} of this order;

(d) except as provided In section § of this order and after such consultation, i any, with foreign authosities as the Secretary of Stale, in consultation with the
Secretary of tha Treasury and the Allorney General, deems appropriate in the exerclse of his  discretion, persons determined by the Secretary of tha Treasury, In
constiiation with the Secrelary of State and the Altomney General;
0] to assist in, sponsor, or provide financial, matedal, or technological support for, or financial or olher services 1o or in stpport of, such acts of
lerrorism of hose parsons listed In the Annax to this order or determined to be subject to this order; or

() lo be ofherwise associated with those petsons Dsted in the Annex to this order or those persons delemmined to be subject to subsection 1{b),
1{c}, or 1{d){i} of this order.

Sec. 2. Except to lhe exent required by seclion 203{b) of IEEPA {50 U.S.C, 1702(b)), or provided in regulations, orders, ditectives, or licenses that may be issued
pursuant to this order, and notwithstanding any contract entered into or any ficense or pemmit granted prior fo the effective dale:

(a) any transaction or dealing by United States parsons o within the United States in property or interests in properly blocked pursuant lo this order is prohibited,
including but not Emited to the making or receiving of any conlribution of funds, goods, or services to or for he benelit of those persons listed in the Annax to ihis
order or datermined lo be subject to this ordar;

{b) any transactlion by any United States parson or within the United States that evadas or avolds, or has the pumose of evading or avoiding, or altempls to violate
any of the prohibitions set forth in this order Is prohibited; and

{c) any conspiracy formed to violate any of the prohibitions set forth In this order is probhibited.

http://wwa.treas.gov/ofac/t11ter .pdf



8ec. 3. For purposes of this crder:
{a} the term “person” means an individual or entity;
(b} tha term “entity” means a partnsrship, association, corporalion, or other organlzation, group, or subgroup:

{c) the term “United States person™ means any United States citizen, permansnt resident allen, entity organized under the laws of the United States (including lorelgn
branches), or any person in the Unlted States; and

{d} lhe lerm “torrorism® means an activity that —
{j) involves a violent act or an act dangerous o human kife, property, or infrastruciure; and
{ii) appears to be Intended —

{A) fo intimidate or coerce a civilian population;
{8) to influence the poficy of a govemment by intimidation or coercion: or
{C) lo affect the conduct of a government by mass dastuction, assassination, kidnzpping, or hoslage-taking.

Sec. 4. 1 hereby datermine that the making of donations of the type specified In section 203(b}(2) of [EEPA (50 LLS.C. 1702()(2)) by United States persons lo
porsons delermined to be subject o this order would serously impair my ability lo deal with the national emsrgency declared In this ordar, and would endanger Ammed
Forces of the United States that are in a situation where imminent involvement n hostifties Is clearly indicated by the clrcumstances, and hereby prohibit such
donations as provided by section 1 of thls order.  Furthermore, | hereby determins that the Trade Sanctions Relom and Export Enhancemnent Act of 2000 {iitle 1X,
Public Law 105-387} shall not aiffect the imposition or the continuation of ths impositions of any unflatoral agricultural sanction or unitateral medical sanction  on any
person deterimined {o ba subject 1o this owder because imminent Involvemant of the Amed Forces of the United States in hostiiities Is clearly indicated by the
circumstances,

Sec. 5. Wilh respect to those parsons deslgnated pursuant to  subsection 1{d) of this order, the Secretary of the Treasury, in lhe exercise of his discretion and in
consultation with the Secralary of State and lhe Atlomey Gonera, may take such other actions than the complele blocking of property or Interests in propery as the
President Is authorized to take under IEEPA and UNPA f the Secrelary of he Treasury, in consullation with the Secretary of Slale and the Attomey Genaral, deems
such other actions fo be consistent with the national Interests of the United States, considering such faclers as he deems appropifate.

Sec. 6. The Secretary of Stats, the Secretary of the Treasury, and other appropriale agencies shall make all relevant efforts to cooperate and coordinale with other
countries, including through technical assislance, as well as bilateral and multlateral agreements and arangements, lo achlave the objectives of this order,
including the prevention and stippression_of acts of terrorism, the denlal of financing and financlal servicss to  temorists and terronist organizations, and the sharing
of intelfigence about funding aclivites In support of terrorism.

Sec. 7. The Secretary of the Treasury, in constitation with the Secrefary of State and the Altomey Ganeral, s hezeby authorized 1o fake such actions, including Lhe
promulgation of rules and regulations, and 10 employ all powers granted to the Prosident by IEEPA and UNPA as may be necessary lo cany out the purposes of this
order. The Secretary of the Treasury may redelegale any of these funclions 1o other officers and agencles of the Uniled Stales Govemment. All agencles of the
United States Governmen! are hersby directsd lo take alf appiopriale measures within thelr authority to carry out ihe provistons of this order.

Sec. 8. Nothing in this order Is intended to affect the continued effectiveness of any nrles, regulations, oiders, licenses, or olher forms of admindstrative aclion
lssued, laken, or conlinued In effect herelofore or hereafier under 31 G.F.R. chapter V, excepl as expressly lonminated, modified, or suspendad by or pursuant to this
order.

Sec. 8. Nothing conlained In this order is inlended to create, nor does it creale, any right, benoft, or privifage, substantive or procedural, enforceable at law by a
party against the United Slales, its agencles, officers, smployees or any other person.

Sec. 10. For those parsons listed In tha Annex to Whls order or delenmined 1o be subject to this order who might have a constiufional presenca in the United Stales, |
find that because of the ability to transfer funds or assels instantaneously, prior nolice to such persons of measures o ba taken pursuant to this  ordar would render
these measures Ineffectual. | therefore datermine that for thess measures to be effective in addressing the nationa emergency declared In this order, there need be
no prior notice of a listing or determinalion made pursuant fo lhis order.

Sec. 11.  {a) This order Is effeclive at 12:01 a.m, eastern daylight ime on September 24, 2001.
{b) This order shall be transmitted to the Congress and published in the Fedsral Reglster.

THE WHITE HOUSE,
September 23, 2001.

ANNEX

Al Galdaflslamic Army

Abu Sayyal Group

Armed islamic Group {GIA}

Harakat ut-Mujahidin (HUM)

Al-Jihad {Egyptlan Islamic Jihad)

Islamlc Movement of Uzbekistan (IMU)

Asbat al-Ansar

Salafist Group for Call and Combat {GSPG)

Libyan Isfamk: Fighting Group

Al-tihaad aldslamiya (AlAl)

Islamic Army of Aden

Usama bin Laden

Muhammad Al (aka, Subhi Abu Silta, Abu Hafs Al Masri)
Sayi al-Adl

Shaykh Safid (aka, Mustafa Muhammad Ahmad)

Abut Hals the Mauritanian (aka, Mahlouz Ould al-Wabd, Khafid Al-Shanqgiti)
[bn A-Shaykh al-Libt

Abu Zubaydah (aka, Zayn al-Abidin Mubammad Husayn, Tariq)
Abd al-Hadi al-lraqi {aka, Abu Abdallah)

Ayman al-Zawahid

Thirwat Satah Shihata

Tariq Anwar al-Sayyld Ahmad (aka, Fathi, Amr al-Fatih)
Muhammad Salah (aka, Nasr Fahmi Nasr Hasanayn)
takhtab Al-Khidamat/Al Kifah

Wafa Humanftarlan Organizatfon

Al Rashkd Trust

Mamoun Darkazanli Import-Expert Company
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