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Apache Log4j Vulnerability 
Guidance 

The Cybersecurity & Infrastructure Security Agency (CISA) has issued 
guidance responding to the vulnerability in Apache’s Log4j software library. 
The guidance includes technical details, actions for organizations running 
products with Log4j, and additional resources. 
 

 Access the guidance here. 
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FinCEN Advisory on 
Ransomware

In response to an increase in ransomware attacks against critical U.S. 
infrastructure, the Financial Crimes Enforcement Network (FinCEN) 
has updated and replaced its previous Advisory on Ransomware and 
the Use of the Financial System to Facilitate Ransom Payments issued 
October 1, 2020. The original advisory addressed predominant trends, 
typologies, and indicators of ransomware and associated money 
laundering activities. Read the advisory here 

The department is required by Mortgage Licensing Act § 6141(a)(1) to 
“promulgate regulations which effectively incorporate the Consumer 
Financial Protection Bureau’s (CFPB) mortgage servicer regulations at 
12 CFR Pt. 1024, Subpt. C (relating to mortgage servicing), other than 12 
CFR 1024.30 (relating to scope).”  The CFPB altered its mortgage servicer 
regulations at 12 CFR 1024, Subpart C effective August 31, 2021.  Pursuant 
to § 6141(a)(2): “When the Federal regulations under paragraph (1) are 
altered, the department shall promulgate regulations making the appropriate 
incorporation.”  
 
The department effectively incorporated the CFPB’s mortgage servicer 
regulations by PA Bulletin on September 25, 2021, which you can view here.  

Mortgage Servicing Regulation Updated to 
Incorporate CFPB’s 08/31/2021 Changes
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